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» 1/2

m Deliverables of DR: IT Systems Disaster
Recovery Planning and Creation - should
be a main component of the Business
Continuity Plan .

m Objectives of BCP are to create cost
effective and reliable business continuity,
as follows:

m Minimize potential economic loss in the
event of a disaster

m Decrease potential exposures

2011 12 27 !

» 2/2

m Reduce the probability of interruptions

m Allow the orderly recovery of business
after interruptions

m Minimize legal liability
m Protect the assets of the organization

m Ensure the safety and security of
personnel and clients

m Minimize decision-making during a crisis
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Create IT Systems Disaster Recovery Plan
and Disaster Recovery Site & Facilities
based on the system recovery strategy,
including:

m Develop System Disaster Recovery

Procedures
m Study options of Disaster Recovery Data
Center
| 2/2

m Final estimation
m Create Disaster Recovery Data Center

m Implement backup infrastructure,
network and IT systems

m Implement backup & recovery systems

m Jest Disaster Recovery Plan and Disaster
Recovery Site & Facilities

m Training to client staff

2011 12 27 ! 2
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Planned Achieved
Project Key Milestone Start Date End Date Date
(M1) Feasibility Study Phase 1-Nov-05 20-Jan-06
1.1 Cost& Score comparison between DR sites (NTT East & INES Osaka) 1-Nov-05 20-Jan-06 20-Jan-06
1.2 Determine DR site 1-Dec-05 20-Jan-06 25-Jan-06
(M2) Finance approval 22-Nov-05 9-Feb-06
2.1 Preparation of RFS Response 22-Nov-05 3-Feb-06
2.2 Response Sign-off 3-Feb-06 9-Feb-06
(M3) Site preparation and purchasing of hardware/software/network 6-Feb-06 16-Mar-06
3.1 Site preparation 6-Feb-06 30-Mar-06
3.2 Purchase of Hardware/software/Network (DR and BCP) 10-Feb-06 16-Mar-06
(M4) Predecessor checking before setup DR environment 1-Nov-05 28-Feb-06
4.1 Completion of Server Consolidation Phase | 1-Nov-05 28-Feb-06
(M5) Setup DR environment 1-Mar-06 5-May-06
5.1 Installation of Hardware/Software 16-Mar-06 30-Mar-06
5.2 Network completion 1-Mar-06 30-Mar-06
5.3 Setup office infra-structure for tel & help-desk 3-Apr-06 5-May-06
5.4 Setup sites & facilities for Applications systems 3-Apr-06 5-May-06
(M6) Setup BCP site 3-Apr-06 5-May-06
6.1 Installation of client systems infrastructure (SDO, racks, etc) 3-Apr-06 5-May-06
6.2 Deployment of client systems (120 laptops) 3-Apr-06 5-May-06
6.3 Setup office infra-structure for PBX/Call Center 3-Apr-06 5-May-06
6.4 Network update 3-Apr-06 5-May-06
(M7) Establishment and Initial Testing 3-Apr-06 30-Jun-06
7.1 Staged service establishment - DR 8-May-06 19-May-06
7.2 Staged service establishment - BCP 8-May-06 19-May-06
7.3 Creation of DR plan & procedures. Update PRP/ASRP 3-Apr-06 1-May-06
7.4 Creation of BCP plan & procedures. Update PRP/ASRP 3-Apr-06 1-May-06
7.5 Creation of test plan and test cases 1-May-06 19-May-06
7.6 Testing of DR plan, site & facilities 22-May-06 23-Jun-06
7.7 Training of MLJ staffs 1-Jun-06 30-Jun-06
(M8) Project Completion Phase 30-Jun-06 30-Jun-06
8.1 Project Signoff 30-Jun-06 30-Jun-06
21
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M _Bcp/DR

requirements
]

design

W Prepare resources

solution

u Clear deliverables

implementation plan

B Coordinate delivery schedule
& Report Life

m Escalation process for
issues

L Planning & n Implementation Testing &
Initiation Selection . - . = Deployment
Proposal DR Environment Integration
<& >
B Review RFS W Prepare Tech.Solution B Reach Agreement on B Conduct Project W Test Items as follows; m Deployment BRS site
 Feasibility m Develop Scope & WBS Proposal implementation & Review (function/connectivity) )
2| swdyDelvery | mR i ' Produce Final Proposal - .  International NW. = Performance & Detail
O - - s " W Establish Shinjuku facilities - test
| W technical or m Preliminary PJplan & Project Baseline NW & PCs(=20) connection & systems
E' | ] W Present Proposal m Contract Sign-off - Life Applications B Overall BCP/DR test
= m Quality review m Purchase order m Install Hardware, Software & - Server Consolidation onbusiness unit
5. W Prepare Quotation & SOW B Quality review Nel\/\{ork equipments(Kansai - VMV\_mre_ P2v m Document DR/BRS
DRsite) - Replication system rocesses
n Connectcomponents & initial - DR/BRS processes P
testing mAcceptance BCP/DR
W Understand W Review Technical Solution W Get agreement project W Make effective W Appropriate Test plans W Improve DR operation

processes

W Make effective
deployment processes

A
'IU)'I W Quick response for W Concrete & realistic WStep by step approach
) scope/request change project schedule or m Appropriate Test plans _Phasel: E/6-
* resources m Network Connection (=2Mo.) | - Phase2; TBD(E/8)
m Life Request m Strategy Overview; m Review;(Biz. m Planned date; [ ]

RFS(BCP/DR) 12, Dec. "05 Requirement & Tech) - Fix DR/BSR design; 31/3
27,5ep-“05 m Requirement Analysis; - DR Network design - Vender delivery; 5/11
N o - Network connection; E/5
m AO Accept 3, Nov.”05 - Target Applications -
%) ) Or Servers - Set-up I_<ansa|, 11-17/5
| RFS10061; m Proposal DR Services; - Replication method - International Network
2 27,Sep.’05 28, Feb. "06 P connection test; E/5 - B/6
c m Design review(Life/AO) = Contact venders for | | ~Spku(BRS) Facilty,
» from Mar. 2" week(ongoing) T brz\
easibilities - Initial Test completion; E/6
m Start BRS imple- Mar. ‘06
mentation Planning
* KFS: Key Success Factor
2011 12 27 Y —_— &
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M _Data Replication

() ‘ DR ()
Ba aAta
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Network Infrastructure Diagram for BCP/DR
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/ ( PWm
0. DR ( )
DR Atos DR
1 DR (Clo )
DR Atos DR
( /DC/ )
2. DR Atos
3.PSC Project Steering Committee 1/ ClO
DR ( ) Atos Mgmt.
4. ( ) Atos
DR ( )
5. / Atos
( / / ) ( Regional PM)
S (e-mail) . a

Minutes of BCP Site Creation Meeting(17)

H.Q. Room 1-3 at 16:30 on June 22nd, 2006
Present:

S. 0 (DC), M. M (DC), Toshihiko Momose (ATOS)

N. O (IT/Life), T. S (PM/Life), T.T (IT/Life)
<Presentation>
1. Momose/PM advised as follows:

m Draft of DC operation manuals will be shown to DC by June 26
m 1 or 2 days training will be given to DC in the week of July 3
m 3 PCs monitoring EMC will share a monitor screen
2. Momose-san requested as follows:
m 1 EMC line to be extended to Monitor Room at DC Kansai DC
L] écclzess request to Kansai DC on June 29 for NTT West Frame
elay
m Access request to Kansai DC on June 30 for AT&T, KVH
<Decision>
- No tape operations required at Kansai DC

2011 12 27 ! 2
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Action Points In Charge Due Remarks

Estimate volume of tape media TBD Completed. No tape operations

IT Vender

Depending on Action #14 required. Refer to Decision #1
Depending on the result of 6/22
Preliminary Test (W.T okyo)
Create Test scenario for Phase 3 and R Jun 26 | -Mar 30 Action #16 Adjourned
Phase 4 IT \Venger -Draft of Phase 3 Test scenario
Refer to Decision #1 5/25 — -Initial DR Test - shown on
Jun 22 by US | but not
finalized yet
-Phase 4 Test by June 6/10
List up parameters for Network IT Vender TBD

servers including Domain name,
Access securities etc.

Follow up the communication line PM/Life Jun 29 | Apr 20 Action #29 Adjourned
between EDI1IX server at D C Kansai
DC and LIAJ/Financial institutions
Backup server to be determined

Present LIFE Test schedule IT Vender Jun 22 | Completed. Test Schedule
determined for Jun 27, 28.

2011 12 27 ! 33

M Project Steering Committee 1/3

Report Index

1. ManagementHighlights ... Page 3-5

2. ProjectProgress Report ... Page 6-7

3. Top Issues ... Page 8 *PSC:Project Steering Committee
4. AOB*and PSC*dates ... Page9 *AOB: Any Other Business

Summary of Progress in previous month:

® Preliminary VMware/P2V test is started. Tested serversare Web appli.,
Web DB and HTTP server. P2V conversionwas done.
Establish from Restore to P2V conversion procedure.(xxApril -)

® Revised Implementation plan by delay of Metro/Ether delivery
from E/May to M/June.

® Blade Server installed on H.Q. site at xx May then start restore Non-
Consolidation server OS image to the Blade.

® Designed SAN and setit at xx May. NAS is under designwith DR team.
® Design DR Network parameters and make implementation plan.

® Purchase Ordered:
® Network lines; ADSL, B-Flats, e-VLAN for NTT, FR for AT&T
® VMware/P2V, Network equipments (DR DC and BRS)

2011 12 27 ! i
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M _Project Steering Committee 2/3

Report Index

Management Highlights ... Page 3-5 m

1.

2. ProjectProgress Report ... Page 6-7
3. Top Issues ... Page 8
4. AOB and PSC dates ... Page9

Overall Project Assessment:

Progress of DR project is predicated on following key components;
1. E’s Storage system — Delay NAS storage design and implementation.

2. VMware/P2V conversion — Partial preliminary test were done. Didn’t finish
integration test for Web applications. Behind test schedule of Non-consolidation
server system.

3. Blade Servers and Storage connection- Under discussing of parameters.

4. BRS PC implementation— Reconfirm BRS PC module requirements.

2011 12 27 _—

M Project Steering Committee 3/3

Report Index

1. ManagementHighlights ... Page 3-5
2. ProjectProgress Report ... Page 6-7
3. Toplssues ... Page 8
4. AOB and PSC dates ... Page9

Description Resolution / Action Plan
Network Design finalizing for Network deisgn was finalized last Friday at 14 April.
- Order Leased Lines In order process for Network equipments, rest of leased lines.
1 |- Fix Network Equipments Close

- Delivery/Connect schedule
coordination

VMw are/P2V Preliminary test to Study * Tested Web Application Potal2 and Web DB and HTTP server.(9-19
Non-consolidation system transition May)
2 |procedure, operations and Open |* Got Networld engineer support.(11 May)
configuration on Blade systems. *Train VMware/P2V technology to support engineer.(16-17 May)
Continue Web /Web Application test by use DR system.
Backup data restore for Non- Following processes are taken.
Consolidation Server systems and 1. Restore OS image,
VMw are/P2V tuning on the Blade 2. Check Windows system bootsup,
system. 3. Restore Server data image,
3 Open 4. Minimize server Data for test,

5. Test server functions,
. If issues arised, identify reasons and make action plan,

6.
7. Execute action pl

2011 12 27 _—
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Escalation

Type Impact

1-3

Guideline

Medium

< 3%

> 3%,

<10%

> 10%
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MILESTONES s at 22 May 06
Planned Start | Planed End
project Key Milestone e o0 =1 | Achieved Date| status | 36 complete
(1) Feasibilty Syudy Phase
Cost&Score Comparision, Determine DR site 1Novos | 27an0s | 20anos | WNGHEER 100%
[(42) Fnance Approval
22Nov0s | 16Maros | 17-mar-os |INGHEE 100%
(143) Ste Preparation & Purchasing of HWISW
3.1 DR Center Plaming TaFeb06 | SLMar06 | 1lMay-06 [IlGHEE T00%
M3.2 Fix Network design and E ts specifcat 21Feh06 | 3imercs | 14npr0s | Green 100%
M3.3 Location: Design, Inspection, Footing work TMar06 | 24May06 | 19-May-05 | Green 100%
M3.4 Order of DR site Installation 2Mar0s | 14Apro6 50%
M35 Installation: Racks. Cabiing, Network Equipment deliven 24-vay06 | 2-3un06 Green 50%
43,6 Shinjuku BRS Preperation:Procurement plan for Laptop, Telephane, Offce Equipment BFeb06 | 18Ap06 | 17May-05 |\ Green 100%
M3.7 BRS Plaming 7Apr06 | 18apr06 | 12ay06 | Green 100%
M3.6 Purchase of Network leased lines TLApr06 | 19May06 0%
M3.9 Purchase of Hardware(DR site) - Blade, ENC, Network equipment 27Mer06 | 2rApros | 12.May-06 | WiGreen 100%
M3.10 Purchase of Software(Vmware) 17-Apr06 | 8May0s | 12Mayos | Green 100%
M3 11 Order of BRS(Shinjuku) st Installation IADI06 | 19May06 | 17:May-06 [ Green 100%
(1414) Predecessor checking before setup DRIBRS environment
M1 Fix PC HW Specifcations. 3-Apr-06 7Apr06 | 14-apoc |MNGTEEH 100%
M4.2 Check and Design Servers/PC Appl 3Apr06 | 12May-06 50t
4.3 Network detalldesign: Connecton, parameter, pretest. or DR St TMay-06 | 2éMay-06 Green 0%
M. EMC Storage Design for SAN and NAS 3May-06 | 1oMay-0s | 19May-06 |\ Green 100%
project Key Milestone Planned Start | Planed End{, 1joveq pate|  Statws [ % complete
(15) Setup DR environment
M1 Preparation of Prelminary DR Test: HP server, VMuare icence 2mar0s | 28apros | 1ayos |WNGHEE 100%
5.2 Preliminary DR P2V Test(KOKUR 24-4pr06 | 3May0s | 19mayos | Green 100%
5.3 Test MachinelEquipments planning ZMer06 | 3LMer06 | 3Ap-06 | Green 100%
M4 Instalation of HP Blade and EMC Storage 10May06 | 17-May06 | 12May-06 [ Green 100%
M55 Instalation of Other Hardware and Softwere i1vay06 | 17Mey0s | 12May0s | Green 100%
5.6 Network coniection works for NTTKVHIATET 20Mar06 | 20-Jun06 50%
MS.6.1 Netviork equipment Parameter settn 25ay06 | 13-Jun-06 Green 0%
157 Setup sites & facies for Application systems(Kokuryo) 10.May06 | 15May06 | 12:May-06 |1 Green 100%
M5.7.1 P2V for 16-May-06 | 30May-06 Amber 0%
M5 8 EMC products setup & Configuration works 12May-06 | 28May-06 Amber 50%
15,9 Viiware selup & Configuraion works 2May06 | 17-May-06 Amber B0%
MS.10 Security check by JISO al Kokuryo 29.May-06 | 30May-06
M 11 VT (Kokuryo) - Prepereation and performing 15-May-06 | 9-Jun06 Amber o
M5.12 Ship 10 all equipment to Osaka include fina testing, 12un06 | 23-0un06 Amber o
(M6) Setup Business Recovery Sites
M1 Shiluku BRS mplementation: Laptop, LAN, Phone works 12May06 | 29May-08 Amber [
6.2 West TokyoBRS laptop PC Deployment 50n06 | 13-Aug06
6.3 Tempolary Office PC Deployment San06 | 15-Aug06
(47) Dril Test
M7.1 DR sie Test Plaming 15-May06 | 3LMay-06 Amber 10%
7.2 DR sit Testing 200un06 | 30-9un06
W73 Make DR Operations Documents 2May06 | 11-Sep-06
M7.4 Training Life Co.Ltd DR team Staffs(Not include business user) 145006 | 10Sep6
160un06 | 30-Jun0s

PROGRESS —
Main Activities
in this week

(2011 12
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™ DR

=]
No|
DD/MM/YY
1]
REPxxx03(DD/MM/YY )
2|
()
DR DR )
BCS
2|
DR
DR
3|
RFESxxx03 Project Task list WBS) DR WBS
DR
DR ) DR
4]
DR
DR
DR
DR
5|DR
V0.4.D0C
(Template) DR (070513).doc
DR ) DR(BCP) Drill Task Model Template(V0.1). mpp
6|
Life Co.Ltd (V0.6
DR ( ) DR(BCP) Task Model Template(V0.1). mpp
7]
DR(BCP) AO lInternal Test Report DR(BCP) Test Status-Log No7(07xxxx).xIs
DR(BCP) Life Co.Ltd IT Test Report DR(BCP) Test Status(07xxxx_Final).xls
DR (07XXXX_ ).doc
DR(BCP) Life Co.Ltd User Test Report DR ( 07xxxx).xls
DR (07xxxx)Rev.xls
/ (RCAOXX-XXX) Root_Cause Analysis Report
2011 12 2
T (Template).xls
[
- BCP DR
BCP/DR
- DR
DR
DR (P )
DR
DR
DR o
HP Blade EMC
DR
DR
BCP LaptopPC
BCP LaptopPC
MF
HP Blade
EMC
EMC OFF/ON
DR Template
DR
BRS
BRS
DR PC Notes&
BCP LaptopPC Update Template)
BCP PC (Template
PC Update
BCP LaptopPC
BRS
Mail Server
[DR
|DR
[BCP DR
[BCP DR
2011 12 27 S ©
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2011 12 27

4

2006 6 8
DR ( 2006/6-23-6/30
PC DR
End-To-End Network 2006/8/6 DR
2006/10/29
EDI 2006/7/18
DR Test (by Atos) 2007/4
DR Test (by IT Group) 2007/5 DR
DR Test (by User) 2007/6 Atos, IT
DR Drill Test (2008 ) 2008/6 DR

©
©

42
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™ BCP DR

Log

2011

*WBS DR )
‘Test Matrix
DR [T
)
BCP

Test Matrix Issue

o Action Owner

]

* DR
* Action Owner

: ‘No

| DR

. Action Owner
. 5

]

(Milestone)
(BCP
10

)

Note

12 27

¥

080-XXXX-XXXX

DR Drill
/

/

43

™ DR

(

)

Test | 6/23 | 6/24 | 6/25 | 6/26 | 6/27 | 6/28 | 6/29 | 6/30

No Test group ltems | FRI | SAT | SUN | MON | TUE | WED | THU | FRI
1|Hardware 15 | 15 | 15 | 15 | 15 | 15 | 15 | 15 | 15
2[Replication 19 | 19 | 10 [ 10 [ 19 [ 19 | 19 | 19 [ 19
3[Network 17 | 16 | 16 | 16 | 16 | 16 | 16 | 16 | 17
4[Server Service 30 | 25 | 27 | 27 | 30 | 30 | 30 | 30 | 30
5|Infrastructure Server 6 6 6 6 6 6 6 6 6
6|Business Phone 6 3 3 3 3 6 6 6 6
7| Applications 12 | s 10 | 10 | 10 [ 1t [ 11 [ 12 [ 12
8lPC 4 1 1 1 1 1 4 4 4
Total TEST Items 109 | 93 | o7 | o7 | 100 | 104 | 107 | 108 | 109

I of Progress w | 85% | 89% | 89% | 92% | 95% | 98% | 99% | 100%

6/26 AO test end Target day.
DR System Test Schedule 6/27 20-22 BRS Office Business phone test
6/28 13-18 Overall DR system test from Downtown

2011 12 27

(2011 12

22



PMAJ

» Root Cause Analysis Report

=
Issue No Identified at Issue Owner \ Manager
DRTO003 5/13/07 5:.00 T.Momose/PM \ C.W.Tan
Custmer Project Customer Contact
Life Co.Ltd IOP DR(BCP) [T.Toyama/7xxx e-mai: T_Toyama@life.com
Severity Level Issue from Desired report date \
Critical/Urgent/Major/Minar T.Nomura/Vndr 2007/5/210:00 \
Report by I Report Date I Approver I Approved Date
T.Nomura/Vndr | 572472007 [T.Momose(Deputy) |
Descriptiin of Issue
5/13/075:00 [ 5/132:00 - 6:00]
BRS DR PC DR MicrosoftUpdate
Activities of Root Case
[5/1312:00 ] PC Update NG
[5/18] Windows
Root Cause Analysis
0s DR PC
Next or Preventive Action
DR PC
Completion Due date I Check Due date I Checked by I
2007/5/2512:00 AM \ 2007/5/2512:00 AM \ Toshihiko Momose \
Checking of Action Effectiveness
indows Update
2011 12 27 _—
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4/5

(Scope)

5/5

DR RFS

()

4/5

/

5/5

()

4/5

3/5

VMware

4/5

3/5

5o S I B2l EOL Eal ROl I R

3/5

Overall

3.9/5

DR

47
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08

i

= DR = DR = DR PC L]
(OR ) =DR PC MF
DR
( )
2011 12 27 e
Life
DR
4‘ » DR
1.DR BCP
v DR
Life IT I:l 2 bR
DR
jt _‘ ' DR )
IT
I
jt —| MF H %
IT (
BCP
) DR
(ECh ) FAX/e-mail DR
2011 12 27 50
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‘ | DR ‘
| | Yes ‘ DR }4—
OK/NG NG ! | R |
| |
‘ | I
‘ ‘ No
Yes
No
No | BCP/DR |
Yes
@ Note i
2011 12 27

) T /TaskName Date [ Actual Actual /

_Start _Finish ()| Duration| Start Time | Finish_Time
HH MM | HH MM - e
1|P. Preparation for DR Drill Test 96 hrs 8:00) oo ©
2[P1. Preparation for DR PC Update(Drill Test Only) 715 hrs| 10.00) 930 ©
3| P11 Setup DR PC Update at Shinjuku SO(6/7-6/9) 715 hrs| 10.00) 930 ©
4 P1.1.1 Get User(Department)/Application List from Life IT 05 hrs| 10.00) 1030 ©
5 P1.1.2 Prepare upgrade CD for DR PCs 35 hrs| 1030) 1400 ©
5 P1.1.3 Enter Life Shinjuku SO 0.13 hrs| 9:00) 908 ©
7 P1.1.4 Arrenge DR PCs by User list 025 hrs| 9.08] 923 ©
8 P1.15 Install Update i ion to DR PCs(Win/Virus/etc) 2 hrs 9223 1123 ©
9 P1.16 Verify Updated PCs(Application Checking) 1.38 hrs| 1123 1323] ©
10 P1.1.7 Store DR PCs to Shinjuku SO cabinets 0.25 hrs| 16:45) 1700 ©
11 P1.18 Exit Life Shinjuku SO 0 hrs 17.00) 1700l ©
12 P1.1.9 Report DR PC Update status & Recovery 05 hrs| 9:00) 930 ©
13[P2. DR System Checking before Testing(Drill Test Only) 5 hrs 13.00) 1800l ©
14] P21 Checking before DR system Envi 5 hrs 13.00) 1800 ©
22|Declare Life Disaster & Kick DR(BCP) 3 hrs 9.00) 12000 ©
tion to DR site) 45 hrs 17:00) 2130 ©
24| P31 Stop NAS IP Replicator 05 hr| 17.00) 1730] ©
25] P32 Stop MirrorView (Consolidated Server) 05 hrs| 17:30) 1800 ©
26| P33 Stop Mirrorview (DB Server) 025 hrs| 19.00) 1915] ©
27| P34 Stop Replistor (inquiry Manage, HumanTouch, LWM) 05 hrs| 20.00) 2030 ©
P35 Stop NT Backup. Networker, DB2 Backup 05 hr| 21:00) 2130 ©
i Setup (Non-Consolidated servers, Start Elapsed time ) 11 hrs 9:00) 2000 ©
1.1 WEB Appli 10 hrs 9.00) 1900 ©
37| 1.2 Inquiry Manage (P2V to generate OS & 1 il 19:00) 2000 ©
40[2. Start-up servers on Kansai DR 1 il 20.00) 2100l ©
41] 2.1 WEB Appi. - Login screen check 1 il 20.00) 2100 ©
42| 2.2 Inquiry Manage 1 il 20.00) 2100 ©
53[3. Swap DR Network and Check DR site/Outside systems Logon 3hrs 9:00) 1200 ©
54| 3.1 Network Swap and Platform Up 3 hrs 9.00) 12000 ©
64] 3.2 Consolidated & N servers (AO Internal) 05 hrs| 1030) 1100 ©
70| 3.3 DCS test items(AQ Internal) 1 il 11:00) 12000 ©

i 52
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_ ( )
D T /TaskName Date | Actual Actual /
Start | Finish ()| Duration| Start Time | Finish_Time Check
HH MM [ AH MM 3 oK
78|4. ASRP: Application Level test 6/17] 2 hrs} 1300 15:00
79] 4.1 Life IT Test in Platforms/. lication Systems in Kansai DR site 6/17] 2 hrs} 1300 1500
95| 42 Life IT Test in Platform/Application System in other sites 6/17] 1 hrf 1400 15:00
106/5. BUCP: Business Units testing 6/17] 2 hrs} 1500 17:00}
107] 5.1 Business Application test 6/17] 2 hrs} 1500 17:00}
108|T. Post Processing after DR Test 6/17] 19 hrs| 17:00} 12:00 °
109 T1. Network Swap after testing(at W.Tokyo) 6/17] 1 hrf 17:00} 1800 °
T1.1 Disconnect from DR network 6/17] 0.5 hrs] 17:00} 17:30) °
T1.2 Connect to Production network 6/17] 0.5 hrs] 17:30) 1800 °
T1.6 Return from Free Dial Telephone to Normal lines(Call Center:15:30-37, IP Phond 6/17] 1 hrf 17:00} 1800 °
T2. test after Network Swap 6/17] 0.5 hrs] 1800 18:30| °
T2.1 Health Check (Network) 6/17] 0.5 hrs] 1800} 18:30| ©
T2.2 Health Check (Server) 6/17] 0.5 hrs] 1800 18:30) ©
T2.3 MF Login screen (Task T.2.3 - T2.8 all together) 6/17] 0.5 hrs] 1800 18:30| ©
T2.7 EDI Server Login Screen 6/17] 0.5 hrs] 1800 18:30) ©
T3. Stop servers on Kansai DR site 3 hrs} 9:00] 12:00
T4. Put test facilities back(Life Shinjuku Sales Office) 6/17] 0.5 hrs] 1800 18:30) °
T5. Start after testing 3 hrs} 9:00] 12:00
134|R. Report The DR Drill Test 0:00] 416 hrs] 800 16:00}
R1. Wrap up DR(BCP) Test 0:00] 416 hrs] 800 16:00}
R1.1 Get actual Test data: Time, Status & Issues 0:00] 3 hrs} 9:00] 12:00
R1.2 Review Process and Data 0:00] 3 hrs} 1300 16:00}
138| R13 Test activities 0:00] 1 hrf 800 9:00]
139 R2. Report DR Test 0:00] 41 hrs} 16:00} 9:00]
140 R2.1 Held DR(BCP) Test review cedures. Tasks and 0:00] 2 hrs} 16:00| 1800
141 R2.2 Report Life IT and AtosOrigin 0:00] 1 hrf 13:00 14:00
142] R2.3 Make Kaizen plan for DR(BCP) 0:00] 1 day] 9:00] 9:00]
143| R3. D of MJL DR system operation 0:00] 375 hrs] 17:00} 800
144] R3.1 Revise DR 0:00] 288 hrs] 17:00} 17:00}
145 R3.1.1 Review Current DR Documents 0:00} 5 days| 17:00} 17:00}
146 R3.1.2 Update the DR 0:00] 5 days| 17:00} 17:00}
147| R3.1.3 Review the Life DR 0:00] 2 days| 17:00} 17:00}
148| 3.2 liel»ler WD',LIfe DR 0:00] 2 days| 800 200) 53
Ll g5 e
-
2006 -2011
No.
1 |2006/7/1 | 2mo.
DR
2 | 20067871 | 2day | PR DR
RTO/RPO
3 |2007/5/1 | 2day | FYo7
4 |2008/6/1 | 2day | Fvos PR ( )
RTO/RPO
5 |2009/6/1 | 2day | FY09 PR ( )
RTO/RPO
6 [2010/6/1 | 2day | FY10 DR ( )
RTO/RPO
DR
7 FY11
1 54
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M Ri__ Charts & Analysis
Risks by Rating Issues by Severity
50 20
40
E 30 =
: open : s0pn
o ®Closed Q10
~ 20 g BClosed
5
[4 2
10 °o
0
Red Amber Green 0
Rating 5 4 3 2 1
Level Severity Level
Total Number of Risks by Area
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o 2 ™ ORisk Afeas 528 =3
20ttt 7 P —

ery large increase in
total cost

ery large delay to
@activity / delivery

M _Guidance for potential risk impact

Major shortfall in any
key acceptance criteria /
[SLA. Major performance
criteria not met

5 Severe
4 High
3 | Moderate
2 Minor
1 Trivial

Politically sensitive or
high profile service
opffering that could
have significant
impacton the image
of us if there are
fssues.

erious threat to
xpected profit

Large increase to total
cost

Large delay to
@activity / delivery

Significant shortfalls in
more than two key
@cceptance criteria/SLA

ignificant
eductionin profit

Significantincreasein
total cost

Significantslip to
@activity / delivery

[Substantial shortfall in
pne or two key
@cceptance criteria /
[SLA. A single non-

Politically sensitive /
high profile for the
business unit or for
pther work with the

critical performance isame customer
criteria not met
mall effecton Smallincreasein total [Small slip to activity / {Some shortfalls in one
cost delivery or two non-key
@cceptance criteria/SLA
rivial effect on [Trivial increase in total Negligible slip (but be|A few shortfalls in non- [Little impacton us
cost aware) key acceptance criteria /
SLA

(2011 12




M _Alternate way of assessing the impact

85-100% loss
f profit

base

>50% increase to cost

> 50% shortfall

profit

50-84% loss of

cost base

30-50% increase to

30-49% shortfall

profit

21-49% loss of

cost base

10-29% increase to

10-29% shortfall

5-20% loss of
profit

base

5-9% increase to cost | 3-9% shortfall

< 4% loss of
profit

cost base

=or>4% increaseto | < 3% shortfall

2011 12 27

M Determining probability of risk occurring

5 >85% Almost Certain ﬁ(s:sﬁ:ne risk will
4 50 - 85% | Very Likely r“f;;ge'ir]kter']g -
3 21 - 49% | Likely/Possible gggg"ke'y 9
2 1-20% | Not very likely mé?;tb?em
1| <as MU ot
register
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M Re-assessed on a regular basis
the probability of it occurring and its impact may change.

Optimize, Transfer, Avoid)

Optimize, Transfer, Avoid)

Impact Probability
1 2 3 4 5
1
2
3
4 16 20
5 20 25

- Unacceptable. Must treat and reduce risk via mitigation plan (Accept,
Undesirable. Must treat and reduce risk via mitigation plan (Accept,

Acceptable. Note and watch for possible escalation or aggregation.
Normal activities of continuous improvement must still be applied

! 65

2011 12 27 —_
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Avoid
Mitigate
Retain
Transfer | ( )
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M _Risk Mitigation Actions

This describes the actions to be taken to mitigate the risk. It is possible
that there may be more than one mitigating action that can be taken.
All possible mitigations should be documented here.

Accept = accept the burden of loss, or benefit of gain,
from a particular risk

Optimize = process, related to a risk, to minimize the
negative and to maximize the positive onsequences
and their respective probabilities

Transfer = sharing with another party the burden of loss
or benefit of gain for a risk

Avoid = decision not to become involved in, or action
taken to withdraw from, a risk situation

2011 12 27 _—
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M _Capability to deliver service : check items

ime ?
People time ?

Willinternal staff be available on If not, this many internal/external FTEs are ‘

Action to acquire these
internal/external FTEs :

needed:

Skills  skills?

Do we have all the required If not, these are the skills needed

Action to acquire these skills :

Assets

Do we have all the required

infrastructure ? If not, these are the infrastructure needed :
Action to acquire this

infrastructure

Geography

Can we deliver in all required

countries ? If not, these are the countries missing :
Action to deliver service in these

countries :

Quality

Can we meet client quality If not, these are the requirements to be met
requirements ? :

Action to deliver customer quality

requirements:

Do we have the required
Alliances partners? If not, these are the partners needed :
Action to get these partnerships :

References, before ?

Have we delivered this service Internal contact

If yes, where ? : / 69

M _Customer capability to support project
Have we identified skilled project members at the client ?
People If not, major expected risks for delivery :
Has the client allocated resources other than people to the
Other  [project?
If not, needed client resources for successful client delivery :
Have we identified opportunity to implement progress billing for
Financin service implementation ?
9 i not and if applicable, action needed to come to an agreement
with customer :
2011 12 27 —_ 7
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M _Solution approach

B What is our solution approach and how does it map
to the customer's requirements?

What will we deliver?

How will we deliver and manage the solution?

How have we exploited our offerings?

Is this compliant with customer requirements?
What are our Unique Service Points?

How have staffing/team issues been addressed?

2011 12 27 ! n
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N BCP DR -
JETRO/2006 5
FPC 65 FEMA COOP
COOP
O coop
o 11
a
FPC65 Federal Preparedness Circular) 65 2004 6 15
COOP Continuity of Operations) FEMA
FEMA Federal Emergency Management Agency of the
United States
2011 12 27 —_ s
COOP
12
IT COOP 12
COOoP COOP Communication Plan CCP
DB
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READY Business RB

O Ready

O RB
RB

O Ready Business
Association

a

2011 12 27

(NFPA;National Fire Protection

M _READY Business

1.
(Plan to Stay in Business)

2011 12 27

1/2

(2011 12
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M _READY Business

2.
(Talk to Your People)

2011 12 27

3

2/2

(Protect Your Investment)

2011 12 27

GAP

E-mail : momose_toshihiko@hotmail.com
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